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LOGIN: HTTP POST Request

URL: https://track.safectory.com/session

Example:
curl -s -c ./track_cookies https://track.safectory.com/api/session --data
'emai1=EMAIL&password=PASSWORD&undefined=false'

Output (content of the cookie):

# Netscape HTTP Cookie File
# https://curl.haxx.se/docs/http-cookies.html
# This file was generated by libcurl! Edit at your own risk.

track.safectory.com FALSE /api FALSE O JSESSIONID 1234567890abcdefghij

APPROACH 1: WEBSOCKET
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PULL: All known object data is provided asynchronously through a websocket in data format JSON.
On opening the connection all devices, beacons and latest known positions will be sent once. After that
only changes will be sent.

URL: https://track.safectory.com/api/socket

The Sec-WebSocket-Key header should be random accoring to RFC 6455 and can be done with head -
c32 /dev/urandom |base64.

Example Sec-WebSocket-Key:
Glgex2D1d1Easqg/QK5B1+9zdt9wbI5I6XndnzL24+4=

Example curl call :

#!/bin/bash
prot="https://";
url="track.safectory.com";
user="<User>";
pass="<Password>";

rm ./track_cookies

curl -s -c ./track_cookies "$prot$url”/api/session --data

'email=""$user" '&password="'"$pass" '&undefined=false’

curl -i -b ./track_cookies --no-buffer --header 'Connection: Upgrade' --header
'Upgrade: websocket' --header 'Host: '"$url" --header 'Origin: '"$prot$url"” --header
'Sec-wWebSocket-version: 13' --header 'Sec-webSocket-Key: '$(head -c32 /dev/urandom

|base64) "$prot$url'/api/socket --output -

Output:

HTTP/1.1 101 Switching Protocols

Server: nginx

Date: Wed, 26 Feb 2020 16:05:25 GMT

Connection: upgrade

Sec-WebSocket-Accept: qGEgH3ENn71di5rrssAZTmtRTyFk=
Upgrade: webSocket

?~7

"positions": [{
"id": 67532839,
"name": null,
"attributes": {
"floor": "2",
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"batteryLevel": 100.0,

"appid": "com.safectory.trackclient",
"distance": 0.0,

"totalDistance": 0.0,

"motion": false

"protocol": "osmand",

"serverTime": "2020-01-14T710:18:44.514+0000",
"deviceTime": "2020-01-14T10:18:44.000+0000",
"fixTime": "2020-01-14T710:18:44.000+0000",
"outdated": false,

"valid": true,

"latitude": 49.897595543798104,

"Tongitude": 10.878755114972591,

"altitude": 0.0,

"speed": 0.0,

"course": 0.0,

"address": null,

"accuracy": 0.0,

"networkid": O,

"devicerd": 60031591,

"beaconIid": 3921,

"beaconName": "Operation Management",
"beaconMajor": 55,

"beaconMinor": 123,

"beaconUuid": "9a06de64642b4441b377b63c2d5cd123"

}?2~2{
"devices": [{
"id": 44969282,
"name": "LynKey",
"attributes": {
"uuid": "9a06de64642b4441b377b63c2d5cd828",
"Weather": "Cloudy"
B
"uniqueId": "13614234773123",
"status": "online",
"lastUpdate": "2020-02-26T16:05:26.469+0000",
"geofences": [],
"activeGeofences": [],
"notifications": [],
"positionId": 75864142,

"phone": ,

"model": ,
"contact": "",
"category": null,
"disabled": false,
"allgeofencesenabled": false
3]
} 7~ 7§
"positions": [{
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"id": 75864142,
"name": null,
"attributes": {
"floor": "2",
"batteryLevel": 100.0,
"clickcount": 0.0,
"scanRssi": -55.0,
"appid": "com.safectory.controller.push.12345_bz12345",
"distance": 0.0,
"totalDistance": 0.0,
"motion": false
b
"protocol": "osmand",
"serverTime": "2020-02-26T16:05:26.464+0000",
"deviceTime": "2020-02-26T16:05:26.176+0000",
"fixTime": "2020-02-26T16:05:26.176+0000",
"outdated": false,
"valid": true,
"latitude": 49.897595543798104,
"longitude": 10.878755114972591,
"altitude": 0.0,
"speed": 0.0,
"course": 0.0,
"address": null,
"accuracy": 0.0,
"networkid": O,
"deviceId": 44969282,
"beaconIid": 3921,
"beaconName'": "Operation Management",
"beaconMajor": 55,
"beaconMinor": 7,
"beaconuUuid": "9a06de64642b4441b377b63c2d5cd123"
]

1.1. PING/PONG

There is an Application side ping/pong. One will receive from the Backend in interval from 30 sec
(Default) a Ping Message.

{"status":[{"message":"a0b34365-908f-4868-a52a-
84a3ed83bd59", "type" :"PING","Tocalekey":null,"localevalues":nul1}]1}

this must be answered with a pong message to the backend.

pong a0b34365-908f-4868-a52a-84a3ed83bd59

the uuid to answer is different between every ping/pong call.

safectory GmbH | Mufstr. 16 | 96047 Bamberg | Tel: +49 (0) 951 30 20 67 0 | E-Mail: hardware@safectory.com
Subject to technical modification without notice / errors and omissions excepted



safectory

1.2. ANALYZING

in your browser (confirmed for firefox and chrome)

e Open page of your installation
e |ogin with user and password
e right click in Web-Application
e choose "inspect" (Q)

e go to "Network" Tag

e Filter to "WS" (for websocket)
e reload page (CTRL-R, F5)

e click on "websocket request"

e then click on "response"

1.3. EXAMPLE: Retrieve "beaconrssi" from websocket

the devices_update pushed via websocket.

It is possible to also access an object position_update which is generated based on DB table
information.
It f.e. looks like this:

"id": 444418424,
"name": null,
"attributes": {
"batteryLevel": 100,
"clickcount": 1,
"scanRssi": -68,
"appid": "com.safectory.controller.push.12263_bz1234",
"distance": O,
"totalbistance": 0,
"motion": false
e
"protocol": "osmand",
"serverTime": "2021-07-07T07:53:01.039+0000",
"deviceTime": "2021-07-07T07:53:00.826+0000",
"fixTime": "2021-07-07T07:53:00.826+0000",
"outdated": false,
"valid": true,
"latitude": 0.66,
"Tongitude": 0.67,
"altitude": O,
"speed": 0,
"course": 0,
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"address": null,

"accuracy": 0,

"networkzd": 0,

"deviceId": 222210047,

"rssi": 181,

"beaconId": 222244013,

"beaconName": '"XY_Beacon_22200045",
"beaconMajor": 3,

"beaconMinor": 44,

"beaconUuid": "0b755697fa8c408db05c376b666666666"

method to get beaconrssi

websocket:

get device_update message
get position_update message

merge position_update ID with position_id from device_update to include position
update object into device description to have all infos.

How-to: retrieve beaconrssi
Step 1

From the code below create the script read_websocket.sh

#!/bin/bash

source ./userdata.sh
DoM="track.safectory.com"
URLPATH="https://track.safectory.com/api"
COOKIE="./track_cookies"
#login and creating of a session cookie
if curl -k -s -c "$COOKIE" "$URLPATH/session" --data
"email="$EMAIL '&password="'$PASSWORD'&undefined=false' |grep -q name
then
echo OK

echo "Logged In..." >/dev/null
else
echo LOGIN fail
exit 1
fi
$URLPATH/socket
PROTO="https"
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WEBSOCK_KEY="$(head -c32 /dev/urandom |base64)"

curl -k -i -b "$COOKIE" --no-buffer \

--header "Connection: Upgrade" \

--header "Upgrade: websocket" \

--header "Host: $DOM" \

--header "origin: $URL" \

--header "Sec-webSocket-version: 13" \

--header "Sec-webSocket-Key: $WEBSOCK_KEY" \
$URLPATH/socket --output -

Step 2

Execute this command bash read_websocket.sh > /tmp/Tog_from_websocket.log
Step 3

Find your id (from system) with grep -a ID /tmp/log_from_websocket.log

Example: user@user:~/track_script_ordner$ grep -a 222210047 /tmp/log_from_websocket.log

and select an json object from printing same this below:

### Syntax for devices update

"devices": [
{

"id":001,

"name":"Testtag",

"attributes":{
"uuid":"481480035d224ed28ef0a588ad3feabh6",
"major":"1",

"minor":"1"

b

"uniqueId":"12345678910",

"status":"online",

"TastUpdate":"1999-11-07T14:08:24.646+0000",

"geofences": [

123123123

I

"activeGeofences": [

g
"notifications": [

1,
"positionIid":32132131,
"phone":null,
"model":null,
"contact":null,
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"category":null,

"disabled":false,

"allgeofencesenabled":false,
"lastSuccessfulAsnJob":"2021-11-07T13:20:35.000+0000",
"TastIncompleteAsnJob":"2021-11-07T716:05:06.000+0000",
"firstbDataTime":"2021-11-07710:31:29.214+0000",
"lastAttempt":"2021-11-07T13:20:04.629+0000",
"lastAsnFail":"abort"

4 Step

In our example you need "positionId":32132131,
To find position update execute command grep -a 32132131 /tmp/log_from_websocket.Tlog
and select an json object from printing same this below:

### Position Update

"positions": [
{
"id":32132131,
"name" :null,
"attributes":{
"batteryLevel":100.0,
"cTickcount":1.0,
"scanRssi":-54.0,
"appid":"com.safectory.controller.push.12263_bz1234",
"distance":0.0,
"totalDistance":0.0,
"motion":false
b
"protocol":"osmand",
"serverTime":"2021-11-07714:08:24.628+0000",
"deviceTime":"2021-11-07T14:08:24.113+0000",
"fixTime":"2021-11-07T14:08:24.000+0000",
"outdated":true,
"valid":true,
"latitude":49.89759549880483,
"longitude":10.878764893848711,
"altitude":0.0,
"speed":0.0,
"course":0.0,
"address":null,
"accuracy":0.0,
"networkid":0,
"deviceId":001,
"rssi":204,
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"beaconId":222210047,
"beaconName" :"Position_Beacon",
"beaconMajor":1,
"beaconMinor":3,

"beaconuuid":"481480035d224ed28ef0a588ad3feab6"

APPROACH 2: RESTful service

Please see for detailed endpoint description https://track.safectory.com/api/swagger

2.1. APl ENDPOINTS GENERAL

In general every endpoint has CRUD functionalities:
(List of objects)

GET -> READ

PUT /{id} (object) -> UPDATE

POST (object) -> CREATE

2.2. ENDPOINT POSITIONS

Request for Position Information including Beacon Major/Minor and Lat/Long

URL: https://track.safectory.com/api/positions

Returns all positions a user has access to.

Example:

curl -s -b ./track_cookies https://track.safectory.com/api/positions | jq -r --raw-output

"id": 80903963,
"name": null,
"attributes": {

II.F'Ioorll: ll6ll’
"batteryLevel": 94.0,
"appid": "com.safectory.trackclient",

"distance": 0.0,
"totalDistance": 0.0,
"motion": false
I
"protocol": "osmand",
"serverTime": "2020-03-16T10:41:47.870+0000",
"deviceTime": "2020-03-16T10:41:47.000+0000",
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"fixTime": "2020-03-16T10:41:47.000+0000",
"outdated": false,

"valid": true,

"latitude": 44.0011999,

"Tongitude": 19.008388823,

"altitude": 0.0,

"speed": 0.0,

"course": 0.0,

"address": null,

"accuracy": 0.0,

"networkzd": 0,

"deviceId": 3899,

"beaconIid": 79971148,

"beaconName": "Example Beacon",
"beaconMajor": 4,

"beaconMinor": 17,

"beaconuuid": "d78382fcdbba420abe98c37425f07bd8"

2.2.1. Positionld Filter

URL: https://track.safectory.com/api/positions?id=[positionid]

Based on above example one can filter the output by providing the positionid directly:
Example:

https://track.safectory.com/api/positions?id=80903963

Output:

curl -s -b ./track_cookies 'https://track.safectory.com/api/positions?id=80903963" |
jq

"id": 80903963,
"name": null,
"attributes": {

Il_F‘Ioor‘ll: ll6ll’
"batteryLevel": 94,
"appid": "com.safectory.trackclient",

"distance": O,

"totalDistance": O,

"motion": false
b
"protocol": "osmand",
"serverTime": "2020-03-16T10:41:47.870+0000",
"deviceTime": "2020-03-16T10:41:47.000+0000",
"fixTime": "2020-03-16T10:41:47.000+0000",
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"outdated": false,

"valid": true,

"latitude": 43.00118665,
"Tongitude": 19.008388824,
"altitude": O,

"speed": 0,

"course": 0,

"address": null,

"accuracy": 0,

"networkzd": 0,

"deviceId": 3899,

"beaconId": 79971148,
"beaconName": "Example Beacon",
"beaconMajor": 4,
"beaconMinor": 17,
"beaconuuid": "d78382fcdbba420abe98c37425f07bd8"

2.2.2 DevicelD Filter

URL: https://track.safectory.com/api/positions?deviceld=

One can also access the latest position of a specific device by adding its Deviceld

Output:

curl -s -b ./track_cookies 'https://track.safectory.com/api/positions?deviceid=3899'

"id": 80912892,
"name": null,
"attributes": {

Il_f:'loorll: "6"’
"batteryLevel": 90,
"appid": "com.safectory.trackclient",

"distance": O,
"totalDistance": 0,
"motion": false
I
"protocol": "osmand",
"serverTime": "2020-03-16T11:25:07.598+0000",
"deviceTime": "2020-03-16T11:25:07.000+0000",
"fixTime": "2020-03-16T11:25:07.000+0000",
"outdated": false,
"valid": true,
"latitude": 44.0011994,
"Tongitude": 6.0003597184201,
"altitude": O,
"speed": 0,
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"course": 0,

"address": null,

"accuracy": 0,

"networkid": O,

"deviceId": 3899,

"beaconIid": 79971127,

"beaconName": "Example Beacon",

"beaconMajor": 4,

"beaconMinor": 15,

"beaconuuid": "d78382fcdbba420abe98c37425f07bd8"

2.3. Devices

URL: https://track.safectory.com/api/devices

Returns all devices a user has access to.
This can be filtered f.e. by jq for a specific device

2.3.1. Example:

curl -s -b ./track_cookies https://track.safectory.com/api/devices | jq -r --raw-output

| objects | select(.name | tostring | contains('Dev_Tag_6_example"))|select (.id) '

Output:
{
"id": 147,
"name": "Dev_Tag_6_example",

"attributes": {
"uuid": "9a06de64642b4441b377b63c2d5cd828"
be
"uniqueId": "13614234766454",
"status": "unknown",
"TastUpdate": "2019-09-25T14:27:20.615+0000",
"geofences": [],
"activeGeofences": [],
"notifications": [],
"positionId": 47261757,

nn

"phone™": s

nn

"model": ,
"contact": "",
"category": null,
"disabled": false,

"allgeofencesenabled": false
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2.4. Beacons

URL : https://track.safectory.com/api/beacons

Returns all beacons a user has access to.

This can be filtered f.e. by jq for a specific beacon
2.4.1. Example:

curl -sS -b ./track_cookies https://devtrack.safectory.com/api/beacons | jq -r --raw-output

' | objects | select(.major | tostring == "55") | select(.minor |tostring == "8")'
Output:
{
"id": 3925,
"name": "Admins",
"attributes": {
"floor": "2"
3
"uuid": "9a06de64642b4441b377b63c2d5cd828",
"major": 55,
"minor": 8,
"latitude": 49.897640228271484,
"longitude": 10.878734588623047
}

2.5 Reports

Get deviceid

curl -sb ./track_cookies https://track.safectory.com/api/devices |jg -r --raw-output
| objects | select(.name | tostring | contains('Dennis_1-1"))|.id’

f.e. 859759999 define Time range enter devicelD for the following call:

curl -sb ./track_cookies -H 'Accept:

application/json' 'https://track.safectory.com/api/reports/route?deviceld=85975999&from=2020-04-29T
10%3A00%3A00.000Z&t0=2020-04-29T20%3A00%3A00.000Z&filterSamelLocation=true&filterFlapping=t
rue&page=18&start=0&limit=250

"id": 114977657,

"name": null,

"attributes": {
"batteryLevel": 100,
"clickcount": 0,
"scanRssi'": -27,
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"appid": "com.safectory.controller.push.12262_bz2166",
"distance": 0,
"totalbDistance": O,
"motion": false
e
"protocol": "osmand",
"serverTime": "2020-04-29T16:27:07.632+0000",
"deviceTime": "2020-04-29T16:25:27.039+0000",
"fixTime": "1970-01-01T00:00:00.000+0000",
"outdated": true,
"valid": true,
"latitude": O,
"Tongitude": 0,
"altitude": 0,
"speed": 0,
"course": O,
"address": nulT,
"accuracy": 0,
"networkid": 0,
"deviceIld": 85975999,
"beaconid": 86193811,
"beaconName": "Tag_Beaconl-4",
"beaconMajor": 1,
"beaconMinor": 4,
"beaconUuid": "aaaaaa"

"id": 114977768,
"name": null,
"attributes": {
"batteryLevel": 100,
"clickcount": 0,
"scanRssi'": -27,
"appid": "com.safectory.controller.push.12262_bz2169",
"distance": 0,
"totalbistance": 0,
"motion": false
I
"protocol": "osmand",
"serverTime": "2020-04-29T16:27:08.935+0000",
"deviceTime": "2020-04-29T16:25:28.559+0000",
"fixTime": "1970-01-01T00:00:00.000+0000",
"outdated": true,
"valid": true,
"latitude": O,
"Tongitude": 0,
"altitude": 0,
"speed": 0,
"course": 0,
"address": nulT,
"accuracy": 0,
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"networkzd": 0,

"deviceIld": 85975999,
"beaconid": 86193811,
"beaconName": "Tag_Beaconl-4",
"beaconMajor": 1,
"beaconMinor": 4,
"beaconUuid": "aaaaaa"

2.5.1 Script Example

#!/bin/bash

#script to read a route for a specific device devices a user has read permissions to
and format via jq

source ./userdata

URL="https://track.safectory.com/api"

COOKIE="./track_cookies"

#login and creating of a session cookie

if curl -s -c "$COOKIE" "$URL/session" --data

"email="$EMAIL '&password="$PASSWORD'&undefined=false' |grep -gq name
then

echo "Logged In..." >/dev/null
else
echo LOGIN fail
exit 1
fi
DEVICEID=$(curl -sb "$COOKIE" "$URL/devices" |jgq -r --raw-output '.. | objects |

select(.name | tostring | contains("Dennis_1-1"))].id")

#change from and to to needed params

curl -sb "$COOKIE" -H 'Accept: application/json'
"https://track.safectory.com/api/reports/route?devicerd="$DEVICEID"&from=2020-04-
29T10%3A00%3A00.0002&t0=2020-04-
29T20%3A00%3A00.000z&fi1tersameLocation=true&filterFlapping=true&page=1&start=0&1limit
=250" | jq

rm "$COOKIE"

2.6 Changing Information

One can change an information via http PUT Calls.

safectory GmbH | Mufstr. 16 | 96047 Bamberg | Tel: +49 (0) 951 30 20 67 0 | E-Mail: hardware@safectory.com
Subject to technical modification without notice / errors and omissions excepted



safectory

2.6.1 Changing a beacon Position

URL: https://track.safectory.com/api/beacons

To change the position of a beacon one first needs to get the beaconld (only called id) and has the
latitude and longitude information.

2.6.1.1 Example

Example for getting the beaconid Major and Minor are one way of having a unique identification and
should be changed according to your needs.

Please note that the other Information has to be passed as data as well.

curl -sS -b "$COOKIE" "$URL/beacons" |jq -r --raw-output '.. | objects | select(.major |
tostring == "55") | select(.minor |tostring == "8")|.1id
Output:

3925

Update the beacon with new information

curl -b ./track_cookies 'https://track.safectory.com/api/beacons/3925?' -X PUT -H
'Accept: */*' -H 'Referer: https://track.safectory.com/' -H 'Content-Type:
application/json' -H 'Origin: https://track.safectory.com' --data
'{"id":3925,""name" : "Admins", "attributes":
{"floor":"2"},"uuid":"9a06de64642b4441b377b63c2d5cd828", "major":55, " minor":8,"Tatitude":
49.897644460986925, "longitude":10.878723934292793}"

Output:

"id": 3925,
"name": "Admins",
"attributes": {
"floor": "2"
b
"uuid": "9a06de64642b4441b377b63c2d5cd828",
"major": 55,
"minor": 8,
"latitude": 49.897644460986925,
"Tongitude": 10.878723934292793
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2.6.2 Changing a device Name

URL: https://track.safectory.com/api/beacons

To change the name of a device one first needs to get the devicelD (only called id). Please note that the
other

Information (uniqueld, uuid at least) has to be passed as data as well, otherwise one might break the
configuration of a device. This information can be obtained in the same way.

2.6.2.1 Example
Get the deviceld from a Tag name "Dev_Tag_6_example"

curl -b "$COOKIE" "$URL/devices |jq -r --raw-output '.. | objects | select(.name |

tostring | contains("Dev_Tag_6_example"))|.id '

Output:
147
Update the device with new information:

curl -b ./track_cookies 'https://track.safectory.com/api/devices/147?' -X PUT -H

'Accept: */*' -H 'Referer: https://track.safectory.com/' -H 'Content-Type:
application/json' -H 'Origin: https://track.safectory.com' --data '{

"id": 147,

"name": "Dev_Tag_6_example_Test",

"attributes": {
"uuid": "9a06de64642b4441b377b63c2d5cd828"
be
"uniqueId": "13614234766454",
"status": "unknown",
"TastUpdate": "2019-09-25T14:27:20.615+0000",
"geofences": [],
"activeGeofences": [],
"notifications": [],
"positionId": 47261757,

nn

"phone": s

"model1": s
"contact": "",
"category": null,
"disabled": false,

"allgeofencesenabled": false

} 1
Output:
{
"id": 147,
"name": "Dev_Tag_6_example_Test",
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"attributes": {
"uuid": "9a06de64642b4441b377b63c2d5cd828"
be
"uniqueId": "13614234766454",
"status": "unknown",
"lastUpdate": "2019-09-25T14:27:20.615+0000",
"geofences": [],
"activeGeofences": [],
"notifications": [],
"positionId": 47261757,

nn

"phone": )

nn

"model": s
"contact": "",
"category": null,
"disabled": false,

"allgeofencesenabled": false
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